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Risk Areas

# Company foreign relationships with countries of 
concern

# Company operational locations in countries of concern
# Foreign registration/incorporation
# Geopolitical instability
# Key Management Personnel (KMP) and non-person 

entity relationships of concern
# National corruption
# National governance
# Organization ownership and control
# Politically Exposed Persons (PEPs) in corporate 

leadership
# Political vulnerability

Transparency of organization control
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# Questionable debt management
: Organization has concerning level of liquidity and cash flow
: Organization has concerning ability to pay its debts based on level of 

debt, assets and equity
# Questionable financial stewardship

: Organization has history of bankruptcy or liens
: Organization has history of being target of lawsuits
: Organization has history of explicit findings/ratings of financial 

instability due to stewardship issue
: Organization has history of late payments
: Organization has history of SEC (or foreign counterpart) investigations
: Organization lack of currency in public filings

# Questionable future outlook
: Company has concerning R&D investment level
: Organization has concerning inventory turnover rate

# Questionable profitability
: Gross profit margin is of concern
: Organization is not showing a profit

# Vulnerability of financial stability to foreign influence
: …

# Vulnerability of financial stability to market factors
: …

# Vulnerability to takeover
: …
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# Product Quality
: ICT Hardware Product Quality
: Product Quality Requirements
: Software Product Quality
o Software Anomaly Control
o Software Consistency
o Software Design Simplicity
o Software Provenance & Pedigree
o …

# Product Resilience
: ICT Hardware Product Resilience
: Software Product Resilience

# Product Security
: ICT Hardware Product Security
: Inadequate protection for controlled unclassified information
: Information on product manufacturer information systems not backed 

up regularly
: Misconfigured access controls on product manufacturer information 

systems
: Sensitive information in digital form not encrypted while in physical 

transit either to or from product manufacturer
: Users of product manufacturer information systems do not receive 

cybersecurity training
: Weak identification and authentication controls on product 

manufacturer information systems
: …
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