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Supply Chains
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Supply Chains
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Software is Ubiquitous, Assembled, and Critical

IT Risk Operational Risk
_—
Loss of data or capability > > Loss of property or lives
Scratch Built Software Assembled Software
—
Majority of products built with Use of open source and 3 party libraries,
no 3" Party dependencies modules, frameworks, and services
Multi-party software updating/patching
Traditional Computers Software Enabled Everything
—
Servers databases Healthcare Implantable Medical Smart Munitions
Desktops office apps Aeronautics Smart Manufacturing Intelligent Vehicles
Laptops e-mail Smart Energy Water Treatment  Intelligent Shipping
Tablets browsers Oil & Gas Hydro Power Dam Management
Switches Routers Microgrids Smart Cities Building Management

Autonomous Systems
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Software Enabled Critical Infrastructure and Mission Capabilities...

Medical Buildings
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Whether for Fish, Chips, or Software

Supply Chain Trustworthiness: Intentional and Unintentional Acts
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Based on SEI/CMU materials

Result of Supply Chain Attacks:

Systems with adverse behaviors including functional degradation, data
exfiltration, espionage, adversarial control and disruption.




Open Question: What Supply Chain Risks to Manage?
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Open Question: What Supply Chain Risks to Manage?

Project A Project B
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Supply Chain Security (SCS) System of Trust (SoT)
“What Supply Chain Risks to Manage?”

SoT - a strategic, widely-adoptable, holistic, data-driven
analysis platform to assess supply chain security risks

Address Chaos, Align & Organize Simplify, Tailor & Use

MITRE



Basis of Trust
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Company foreign relationships with countries of
concern

Company operational locations in countries of concern
Foreign registration/incorporation
Geopolitical instability

Key Management Personnel (KMP) and non-person
entity relationships of concern

National corruption
National governance
Organization ownership and control

Politically Exposed Persons (PEPs) in corporate
leadership

Political vulnerability
Transparency of organization control
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 Questionable debt management
» Organization has concerning level of liquidity and cash flow
» Organization has concerning ability to pay its debts based on level of
debt, assets and equity
* Questionable financial stewardship
« Organization has history of bankruptcy or liens
» Organization has history of being target of lawsuits

« Organization has history of explicit findings/ratings of financial
instability due to stewardship issue

» Organization has history of late payments
» Organization has history of SEC (or foreign counterpart) investigations
» Organization lack of currency in public filings
 Questionable future outlook
« Company has concerning R&D investment level
« Organization has concerning inventory turnover rate
* Questionable profitability
» Gross profit margin is of concern
« Organization is not showing a profit
« Vulnerability of financial stability to foreign influence

. Vuiﬁerability of financial stability to market factors

. Vuiﬁerability to takeover




Basis of Trust
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* Product Quality
* |CT Hardware Product Quality
* Product Quality Requirements
» Software Product Quality
o Software Anomaly Control
o Software Consistency
o Software Design Simplicity
o Software Provenance & Pedigree
© oo
 Product Resilience
* |CT Hardware Product Resilience
» Software Product Resilience
* Product Security
* |CT Hardware Product Security
» Inadequate protection for controlled unclassified information
» Information on product manufacturer information systems not backed
up regularly
» Misconfigured access controls on product manufacturer information
systems
« Sensitive information in digital form not encrypted while in physical
transit either to or from product manufacturer
» Users of product manufacturer information systems do not receive
cybersecurity training
 Weak identification and authentication controls on product
manufacturer information systems




MITRE Supply Chain Security S)Ls\em of Trust Risk Areas™ **

[\

Supply Ch#in Risks

j \
J

Supplier Risks Supply Risks Services Risks
. . - . o . - Organizational 5 - . . Integrity of Service uality of Service Reliability of Service Security of Service
ernal Influenc Financial Stability || |Organizational Stature| Susceptibility Quality Culture Maliciousness 8 ) Hygiene Malicious Taint Counterfeit 8 y Q y. y y
Security Delivered Delivered Delivered Delivered
Company foreign . . . . " - N i e 11 P Al
N . N Questionable debt Corporate ownership Company has a low CMMI Foreign Intelligence Concerns regarding facili . e N N Service infrastructure Service infrastructure Service infrastructure Service infrastructure
relationships with . Customers N ) R Product quality Facilities integrity Copycat manufacturing . . . .
X management reputation rating Service (FIS) influence access pedigree pedigree pedigree pedigree
countries of concern
c°","’a”Y operatlfmal Questionable financial . . . . Internal company QC, ) Concerns regarding - . . . . . Service Infrastructure Service infrastructure Service infrastructure Service infrastructure
locations in countries of " Diversity and inclusion Industry sector . ) Fraud and corruption Product resilience Functional integrity Mislabeling
concern stewardship SCRM policy & practice software access provenance provenance provenance provenance
Foreign Questionable future . . . Subcontractor supply chain . Concerns regarding ) L . L ) ) . . . " 5 . e o ) e 5
FeEIstation (hearporato outlook eographic concentration Location health / risk Legal/law issues hardware access Product security Geopolitical integrity Packaging integrity Service specific integrity Service specific quality | Service specific reliability | Service specific security
Susceptibility to
Mergers & acquisitions Logistics / transportation manipulation of service
Geopolitical instability Questionable profitability E . Personnel Sanction list status Cyber threat activity d / i i

frequency

Key Management

Personnel (KMP) and non-
person entity relationships

of concern

Vulnerability of financial
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Sustainability

Organization ownership
and control

Politically Exposed Persol
(PEPs) in corporate
leadership

Political vulnerabilit

Transparency of
rganization conti

MITRE | System of Trust™

MITRE’s Supply Chain Security System of Trust™
https://www.mitre.org/publications/technical-papers/trusting-our-supply-

chains-a-comprehensive-data-driven-approach

Data security status

Type/ level /frequency of
security training

Vulnerabilities

integrity

Technical authenticity

Maintenance integrity

Unsanctioned
manufacturing

Manufacturing process
integrity

Packaging integrity

Reputational integrity

Supply chain integrity

* Supply Chain Security Top 75 Risk Areas Levels 1-4
** System of Trust Expanding to Pharma, Food, and other types of Products

infrastructure via physical
access/touch

Susceptibility to
manipulation of service
infrastructure via
remote/virtual
access/touch
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Q High Value & High Unit cost COTS,

Q High Value & High Unit cost COTS Q Intelligence Service Investigation
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Supplier and Public Data Profile of the
System of Trust

Using 5 Risk Categories
With 26 Risk Factors

Maliciousness Organizational Stature
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14. Ownership Structure
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16. Political Vulnerability

17. National Governance
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/20. Natural Disasters
21. Geographic Concentration

23. Operational Volatility
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Building up Sources of
Insight about Supply
Chain Risks

Risk Model Manager z

ramartin NS

Details

-

A, Selectors

Sort By: by Name ~

Risk Model Manager

Export Edit

- ramartin ~ Tailor Assessments

@ Data Sources

Tailor

Active Assessment

(5 EEND) Bloomberg Datasets

=] Bureau of Industry and Security (Department of Commerce)

Export Edit

a Exchange Program

bclation International (ERAI)

| SortBy: by Name - Details
Name: SAM.gov
Description: empty
Status: draft
Type: Website
Location: https;/fsam.gov/content/home
Availability Public
Scope:
Access Method:  Manual; AP|

A c6l robarih Executior] Name: Demo Assessment! Contributors: jdoe
28 Gene Progress
Vector: | profite: “SaT Pilot - Supplier Quick Chock® (as of Objective: empty T
A Manual BIS (Department of Commerce) search b 2022-02-28T19:24:05.0182) this profile 100
018 SOUl | ot updated: 2022-03-04T21:44:00.6922 Scope: oty [t
A\ Sen Manual Bloomberg search UNAOINORE: 81 = (70 to 100)
\ > 6o : Selector Descoription: ampty Target: ampty you:2 -
EEE) Manual Edgar searc
Status: no:1 =
Tags: empty
151 other entries in
Manual ERAI search
N o ook
£dit Assessment Metadata
A, EX2) Manual GIDEP search
. EE2) Manual IAPP (Department of State) search Sort By: by Nama = Pan: CED > CED > (B3O > GO > CED > XD
\ m Manual LexisNexis search ~ m m Has the company recently been acquired, restructured, merged, of
acquired by stakeholders from & non-adversary nation? o
A\, EED Manual OFAC (Department of Treasury) search Assassiant ltem Score

A\ Manual Orbis - Current Directors and Managers search

N Manual Orbis search

A, EE) Manual Privacy Rights Clearinghouse Data Breach List search
A, EBD) Manual SAM.gov search

A\, EBL) Manual Thomson Reuters Refinitiv Company Datasets search
A\ Manual Wikipedia data breach list search

\ Manual World Risk Report search

AL an>

"4

Does this comparny have koy
stakoholder nationality of >=
15% from countryfies of
concern?

Organization acquisition by or
v U EED merger with stakeholders from a

e aos

foreign nation

Has the company recantly
been acquired, restructured
merged, or acquited by
stakeholders from & non

asdvorssry natson?

Has the company recently
boen acquired, restructured,

I~ R mergod, or acquired by

stakeholders from an
adversary nation?

Has the company recently
taken stops Lo be acquired,

=@ Incronses Risk @ Score contribution: 60
» Meoasure data source characterization

Potential Selectors for this Risk Measure

Manual Bloomberg search Typo: X mnnm
Manual search entry and results review on Bloomberg
Bloomberg Datasets

Name:
Description:
Data Source:

0to 60

General research Type: |
Human assessor conducts opon rosearch
Undefined

Description:
Data Source:
Exocution Vector:

Measurements made as part of this assessment

Add a measuroment by clicking the “Use”™ button next 10 a selector above

VvV V
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Mapping SoT Risks to Assessment
Information Sources / Standards
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Mapping SoT Risks to Assessment
Information Sources / Standards

ISA/IEC 62443
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Mapping SoT Risks to Assessment

Information Sources / Standards ISO/IEC 20243

4 O-TTPS - Requirements for Addressing the Risks of Tainted and Counterfeit

Products. 15
4.1  Technology Development 16
e —_rt. 4.1.1 PD: Product Development/Engineering Method............cccoevvinne 16
4.1.1.1 PD_DES: Software/Firmware/}
Design Process...........cceeeennee
.1.1.2 PD_CFM: Configuration Mana|
——emm—— , /3.1.1.3 PD_MPP: Well-defined
— | Development/Engineering Metl

e I .
| and Practices ........cccvevevveenennc

o
_—_.‘_
- .1.1.4  PD_QAT: Quality and Test M4
i 4.1.1.5  PD_PSM: Product Sustainmenf
e — 412 SE: Secure Development/Engineering M|
— 0 ] 412.1 SE_TAM: Threat Analysis and|
e 4.1.2.2  SE_RTP: Run-time Protection
— .1.2.3  SE_VAR: Vulnerability Analy

_ﬁﬁ | \ 7 T RESPONSC ..o
V 4.1.2.4 SE_PPR: Product Patching and|

il!!

:}—"‘——"' imnsiimay 4.1.2.5 SE_SEP: Secure Engineering P)
—— [ —————4.12.6 SE_MTL: Monitor and Assess The Open Group Standard
— e — Changes in the Threat Landscaj
JrR— ey . . " ™
- - 4.2 Supply Chain Security : : Open Trusted Technology Provider  Standard (O-TTPS) —
4.2.1  SC: Supply Chain Security ..........ccccoooeeee Mitigating Maliciously Tainted and Counterfeit Products
] \1.2. 1.1 SC_RSM: Risk Management...
2.1.2SC_PHS: Physical Security ... Part 1: Requirements and Recommendations

42.13 SC_ACC: Access Controls.......
SC_ESS: Employee and Supplif
and Integrity .......coovvveeriveeniennns
SC_BPS: Business Partner Sec
SC_STR: Supply Chain Securif
SC_ISS: Information Systems {
.2.1.8  SC_TTC: Trusted Technology
4.2.1.9 SC_STH: Secure Transmission

42.1.10 SC_OSH: Open Source Handli :
.2.1.11 SC_CTM: Counterfeit Mitigati THE )p()”"'“" P
4.2.1.12 SC_MAL: Malware Detection. h

Version 1.1.1

nIH“””]H” g

——mm e

C————

— e

Along with DHS ICT SCRM Task Force Vendor Template,
and others, ...

e ——




GOAL for use of SoT in Industry and Government...

Risk Model Manager

Top-Level Concerns Vendor/Product A
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Organizational
Security
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Quality Culture Service Security

Susceptibility /7= Service Quality

Organizationa . .
Stature Service Integrity

Financial Stability Service Reliability

External Influences

Top-Level Concerns Vendor/Product B

Malicious Taint

Organizational
Security

Counterfeit

Maliciousness Hygiene

Quality Culture Service Security

Susceptibility Service Quality

Organizationa

Stature Service Integrity

Financial Stability Service Reliability

External Influences
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Supply Chains — As multi-Stakeholder Network

Iln Industry loT
.Consortium.

Raw Material First Tier Second Tier First Tier Second Tier
BOM (sw & Hw) BOM (sw & Hw) BOM (sw & Hw) BOM (sw & Hw) BOM (sw & Hw) BOM (sw & Hw)
Quality Info Quality Info Quality Info Quality Info Quality Info Quality Info
Pedigree Pedigree Pedigree Pedigree Pedigree Pedigree
Provenance Provenance Provenance Provenance Provenance Provenance
-
Purchasing and : Physical Distribution
< ET Q : 4 End Customer
Supply Management o Management
Information Physical ) & Logistics
s FIW’ Management " " Management

MITRE

Operations & Sustainment
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Effective Supply Chain Trust Interactions

CoTS |CT°)_,_|_,1
2=

Trustworthy Goods ‘/-

S SR

Supplier IM‘"I I | :

. /
Logistics EiLa_-lB

Capacity & Flow

/

&1

E@) Medical Devices

Buyers/

| Acquirers




Effective Supply Chain Trust Interactions
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Effective Supply Chain Trust Interactions
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Effective Supply Chain Trust Interactions
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Examples of System of Trust Engagements

m DHS S&T Program Office
m American Bar Association (ABA) Technology Meeting
Industry Technology & Innovation Roundtable
Open Group July Member Meeting Plenary
m ABA loT National Institutes Panel
m DoD/DoE NNSA Software Assurance Community of Practice
m DHS S&T FVEYES Supplv Chain Workshop
m EOP/OMB — Maria Roat (Dep Fed CIO at OMB)/ Camilo Sandoval (Fed CISO)
m EOP/OMB w/Lesley Field / Mathew Blum / Jeremy McCrarv OFPP Team

m Senate Homeland Secunt and Governmental Affairs Commlttee staff

0 House Armed Servnoes Committee staff
» Senate Armed Services Committee staff
m House Oversight Committee staff

m Chris DeRusha (Fed CIS0O)
m Soraya Correa (DHS OCPO)
m DHS CSWG Supply Chain Subgroup
m USEA Energy Technology and Governance Program UCSI Working Group
m ABA loT National Institute
m IIC Summer Meeting
Manufacturing Industry Leadership Council meeting
Global Industry Organizations’ Smart Manufacturing Workshop
SAE G-32 Hardware WG meeting
New England Council event
NSTAC Software Assurance Sub-Committee

Executive Acquisition
[ 1 Congressional Committees

MITRE

m Aerospace Industries Association

m Staff o Rep Elissa Slotkin

m ADM Mauger US Coast Guard Assistant Commandant for Prevention Policy (CG-5P)

I- House Committee on Oversight and Reform I
] nformation Day - Fuel Your Digital [ ransformation Journey

CISA NRMC Supply Chain Trustworthiness Framework IPT
CISA Standards Area Lead for C-SCRM
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System of Trust Plans with Sponsors and Industry

Assessment Capabilities Training Sponsors & Industry on
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The Supply Chain Security
System of Trust:

A Framework for the Concerns
Blocking Trust in Supplies,
Suppliers, and Services

by Robert A. Martin

In this article, Robert A. Martin addresses the complete
ecosystem involved in the procurement of products and
services. What does it mean to trust that what you buy,
and the organizations that sell to you, meet all the condi-
tions required to merit your trust? Martin describes the
elements of a system of trust for supply chain security
that is currently under development and is based on
collecting information from a wide community of pro-
curement departments and standards organizations

https://www.cutter.com/offer/

supply-chain-security-
system-trust
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TRUSTINE OUR SUPPLY CHAINS:
A COMPREHENSIVE DATA-DRIVEN APPROACH
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https://www.mitre.org/
publications/technical-
papers/trusting-our-
supply-chains-a-
comprehensive-data-
driven-approach

https://www.mitre.org/sites/default/

files/publications/pr-21-0278-

deliver-uncompromised-securing-

critical-software-supply-chains.pdf

SUPPLY CHAIN SECURITY - IT'S EVERYONE'S BUSINESS
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Industry, government, and academia are putting increased
focus on the need for trustworthy supply chains, trustworthy
partners, and trusted systems globally. A reliable path to an
actionable understanding of the risks that can impact the
trustworthiness of supplies, suppliers, and services is
essential.

The System of Trust Framework aims to provide a
comprehensive, consistent, and repeatable supply chain
security risk assessment process that is customizable,
evidence-based, and scalable, and will enable all
organizations within the supply chain to have confidence in
each other, service offerings, and the supplies being delivered.
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Growing Engagement about System of Trust

Organization Role
= Company 1 Microelectronics SMEs
= Company 2 Supply Chain lllumination SMEs
= Company 3 Critical Infrastructure SMEs
= Company 4 Supply Chain lllumination SMEs
= Company 5 Organization with Supply Chains
Draftin = Company 6 Organization with Supply Chains
g = Company 7 Cybersecurity lllumination SMEs
NDA = Company 8 Cybersecurity lllumination SMEs
= Company 9 Supply Chain lllumination SMEs
= Company 10 Organization with Supply Chains
= Company 11 Community Engagement SMEs
= Company 12 Organization with Supply Chains
= Company 13 Organization with Supply Chains
Discussing = Company 14 Organization with Supply Chains
SoT = Company 15 Supply Chain lllumination SMEs
= Company 16 Organization with Supply Chains
= Company 17 Retail Banking SMEs
= Company 18 Third Party Risk Management SMEs
= Company 19 Sustainability SMEs
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